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The rapid advancement of digital transformation has significantly enhanced
organizational efficiency while simultaneously increasing exposure to sophisti-
cated cyber threats that may compromise business continuity, stakeholder trust,
and long-term organizational sustainability. These challenges require IT ser-
vice organizations to strengthen cyber resilience by integrating effective digital
leadership with employee cybersecurity capability, thereby fostering a secure,
innovative, and sustainable digital ecosystem. This study aims to examine the
influence of digital leadership on employee cybersecurity capability and its sub-
sequent impact on organizational cyber resilience. A quantitative research ap-
proach was employed using a survey of employees working in IT service or-
ganizations, and the proposed research model was analyzed using Partial Least
Squares Structural Equation Modeling (PLS-SEM). The findings indicate that
digital leadership positively and significantly enhances employee cybersecurity
capability, which in turn plays a crucial role in strengthening organizational cy-
ber resilience. Furthermore, employee cybersecurity capability acts as a sig-
nificant mediating mechanism between digital leadership and cyber resilience,
enabling organizations to anticipate, detect, respond to, and recover more ef-
fectively from evolving cyber threats. These findings demonstrate that adaptive
digital leadership combined with continuous investment in employees’ cyberse-
curity competencies constitutes a critical organizational capability for maintain-
ing resilient digital operations and sustaining long-term organizational perfor-
mance. This study contributes to the growing literature on digital leadership
and cyber resilience while providing strategic insights for IT service organiza-
tions seeking to establish a sustainable cybersecurity culture that supports re-
silient digital infrastructure and inclusive technological innovation.
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1. INTRODUCTION

The rapid advancement of digital transformation has reshaped organizational processes through tech-
nologies such as cloud computing, artificial intelligence (Al), big data analytics, and the Internet of Things
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(IoT). For IT service organizations, these technologies support operational efficiency, service innovation, and
competitive advantage, but they also increase exposure to sophisticated cyber threats. Cybersecurity therefore
represents not only a technical concern but also a strategic organizational priority affecting business continuity,
stakeholder trust, and organizational sustainability [1].

Cyberattacks such as ransomware, phishing, advanced persistent threats, insider threats, and supply
chain attacks can disrupt operations, compromise sensitive information, and damage organizational reputation
[2]. Consequently, organizations require not only preventive cybersecurity measures but also the capability to
maintain critical operations, respond effectively to incidents, recover from disruptions, and adapt to evolving
threats. This capability is reflected in Organizational Cyber Resilience.

Building cyber resilience requires more than technological safeguards. Effective governance, cyberse-
curity-oriented leadership, and capable employees are also essential. Digital Leadership can establish strategic
cybersecurity priorities, allocate resources, promote security-oriented culture, and support continuous organi-
zational learning [3]. At the employee level, Employee Cybersecurity Capability encompasses cybersecurity
knowledge, technical competence, security awareness, policy compliance, and the ability to recognize and
respond to cyber threats.

Although research on digital leadership, cybersecurity, and organizational resilience has expanded,
their interrelationship remains insufficiently understood. Existing studies frequently examine digital leadership
in relation to digital transformation and organizational performance, while cybersecurity and resilience studies
tend to emphasize technological, governance, and risk management mechanisms [4]. The role of Employee
Cybersecurity Capability as a mechanism linking Digital Leadership to Organizational Cyber Resilience there-
fore remains underexplored, particularly in IT service organizations. To address this gap, this study proposes
an integrated model linking Digital Leadership, Employee Cybersecurity Capability, and Organizational Cyber
Resilience. The study examines the direct influence of Digital Leadership on Employee Cybersecurity Capa-
bility and Organizational Cyber Resilience, the effect of Employee Cybersecurity Capability on Organizational
Cyber Resilience, and the mediating role of Employee Cybersecurity Capability.

To further distinguish the proposed model from previous cybersecurity and organizational resilience
studies, this study positions Employee Cybersecurity Capability as a mediating mechanism between Digital
Leadership and Organizational Cyber Resilience. Previous studies have commonly examined cybersecurity
awareness or employee security behavior as individual-level outcomes, while leadership studies have primar-
ily focused on digital transformation, organizational performance, or technology adoption [5]. Other cyber
resilience studies have emphasized technological preparedness, governance, and organizational response capa-
bilities. In contrast, the proposed model explains how leadership-driven organizational conditions are translated
into employees’ cybersecurity knowledge, competence, awareness, compliance, and threat response capability,
which subsequently contributes to organizational cyber resilience [6]. Therefore, the unique contribution of
this study lies in empirically examining Employee Cybersecurity Capability as a mediating mechanism that
connects Digital Leadership with Organizational Cyber Resilience within IT service organizations.

The organizational focus of this study also relates to the Sustainable Development Goals (SDGs), par-
ticularly SDG 9 and SDG 16. Strengthening Organizational Cyber Resilience can support the continuity and
reliability of digital infrastructure and IT services, while Digital Leadership and Employee Cybersecurity Ca-
pability contribute to secure conditions for technological innovation and sustainable digital operations, aligning
with SDG 9 [7]. At the same time, cybersecurity-oriented leadership, employee compliance, and organizational
preparedness strengthen responsible digital governance and trustworthy organizational operations, which are
relevant to SDG 16. These linkages highlight the broader contribution of the proposed framework to secure,
resilient, and trustworthy digital service environments.

2. LITERATURE REVIEW

This section provides the conceptual and theoretical foundation for the relationships among Digital
Leadership, Employee Cybersecurity Capability, and Organizational Cyber Resilience. The review goes be-
yond defining the key constructs by explaining their roles within IT service organizations and the mechanisms
through which leadership and employee capability contribute to cyber resilience [8]. Particular attention is
given to the organizational relationship between leadership practices, employee capability development, and
the capacity to maintain secure and resilient digital operations.
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2.1. Digital Leadership

Digital Leadership refers to leaders’ ability to leverage digital technologies to guide organizational
transformation, stimulate innovation, and strengthen organizational adaptability in dynamic business envi-
ronments. Unlike traditional leadership, digital leadership integrates technological initiatives with strategic
decision-making, organizational culture, and employee development to support sustainable organizational per-
formance [9]. Digital leaders therefore act not only as decision makers but also as change agents who establish
digital direction, encourage continuous learning, foster collaboration, and support the implementation of digital
transformation initiatives.

In cybersecurity contexts, Digital Leadership plays a strategic role in establishing security priori-
ties, allocating organizational resources, promoting a cybersecurity-oriented culture, and supporting employee
capability development [10]. These leadership practices create organizational conditions in which cybersecu-
rity becomes part of strategic and operational decision-making rather than a separate technical responsibility.
Within IT service organizations, such conditions are particularly important because continuous digital opera-
tions require organizations to remain adaptable while maintaining secure and reliable services. Accordingly,
Digital Leadership provides the strategic and organizational foundation for developing employee cybersecurity
capability and strengthening organizational cyber resilience.

2.2. Employee Cybersecurity Capability

Employee Cybersecurity Capability represents employees’ ability to understand, apply, and maintain
secure practices while performing their work [11]. It encompasses cybersecurity knowledge, technical compe-
tence, security awareness, compliance with organizational security policies, and the ability to identify, prevent,
and respond to cyber threats [12]. These capabilities are important because employees interact directly with
organizational information systems and digital services, making their knowledge and behavior an essential part
of organizational cybersecurity.

Employee Cybersecurity Capability should therefore be understood not only as an individual com-
petency but also as an organizational capability that supports secure and sustainable digital operations [13].
Employees with adequate cybersecurity capability can translate organizational security policies and leadership
direction into daily practices, including threat recognition, policy compliance, incident reporting, and appro-
priate response activities [14]. Strengthening these capabilities can reduce human-related vulnerabilities while
enabling employees to contribute more effectively to cybersecurity preparedness, response, and recovery. In
this context, employee capability provides an important human component for sustaining organizational cyber
resilience.

2.3. Organizational Cyber Resilience

Organizational Cyber Resilience refers to an organization’s ability to anticipate, withstand, respond
to, recover from, and adapt to cybersecurity disruptions while maintaining critical operations [15]. Unlike
cybersecurity approaches that primarily emphasize protection and prevention, cyber resilience focuses on the
organization’s ability to maintain operational continuity, respond effectively to incidents, recover from dis-
ruption, and adapt to an evolving threat landscape [16]. This distinction makes cyber resilience particularly
relevant to IT service organizations whose operations depend heavily on continuous digital service availability.

Organizational Cyber Resilience is not determined solely by technological safeguards. It requires the
integration of technological infrastructure, cybersecurity governance, organizational preparedness, and compe-
tent human resources. Employees contribute to this resilience through their ability to recognize threats, follow
security procedures, report incidents, and participate in response and recovery activities [17]. Effective or-
ganizational cyber resilience therefore reflects a broader organizational capability that combines technology,
governance, and human competencies to sustain critical digital services during and after cybersecurity disrup-
tions.

2.4. Theoretical Integration and Conceptual Relationships

The proposed relationships can be understood from an organizational capability perspective [18]. Dig-
ital Leadership establishes strategic priorities, governance conditions, resource support, and learning opportu-
nities that facilitate the development of Employee Cybersecurity Capability [19]. Through these organizational
conditions, employees can develop the knowledge, awareness, technical competence, and compliance nec-
essary to perform secure digital practices [20]. Employee Cybersecurity Capability consequently represents
the operational mechanism through which leadership support can be translated into cybersecurity practices at
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the employee level. The relationship between Employee Cybersecurity Capability and Organizational Cyber
Resilience follows from employees direct involvement in cybersecurity activities. Employees with sufficient
capability can recognize emerging threats, apply preventive practices, comply with security policies, report
incidents, and support response and recovery activities [21]. These contributions strengthen the organization’s
ability to maintain critical operations and recover from cybersecurity disruptions. Thus, employee capability
complements technological and governance mechanisms in supporting organizational cyber resilience.

The model therefore proposes both a direct pathway from Digital Leadership to Organizational Cyber
Resilience and an indirect pathway through Employee Cybersecurity Capability [22]. The direct pathway re-
flects leadership’s role in establishing cybersecurity priorities, allocating resources, supporting governance, and
creating organizational preparedness. The indirect pathway reflects how leadership practices are translated into
employee cybersecurity capabilities and subsequently into resilient cybersecurity practices. This mechanism
provides the theoretical basis for positioning Employee Cybersecurity Capability as a mediator between Digital
Leadership and Organizational Cyber Resilience.

Accordingly, the proposed framework views leadership and employee capability as complementary
organizational resources rather than independent determinants. Digital Leadership creates the strategic and
organizational conditions for capability development, while Employee Cybersecurity Capability enables those
conditions to be implemented through employees’ daily cybersecurity practices. This integrated relationship
provides the conceptual basis for examining how leadership, human capability, and organizational resilience
are connected within IT service organizations.

3.  RESEARCH METHODOLOGY

This study was designed to examine the relationships among Digital Leadership, Employee Cyber-
security Capability, and Organizational Cyber Resilience within IT service organizations [23]. Building upon
the conceptual framework developed in the literature review, the research investigates how digital leadership
contributes to organizational cyber resilience both directly and indirectly through the enhancement of employ-
ees cybersecurity capability. To empirically validate the proposed relationships, a quantitative survey approach
was employed and analyzed using Partial Least Squares Structural Equation Modeling (PLS-SEM).

3.1. Research Design

This study adopted a quantitative explanatory research design to examine the causal relationships
among the proposed latent constructs. The explanatory approach was selected because it enables empirical
testing of both direct and indirect relationships represented in the conceptual model while providing predic-
tive insights into organizational cyber resilience [15]. The proposed research model consists of three prin-
cipal constructs: Digital Leadership (DL) as the exogenous construct, Employee Cybersecurity Capability
(ECC) as the mediating construct, and Organizational Cyber Resilience (OCR) as the endogenous construct.
The model explains how leadership-driven initiatives foster employees’ cybersecurity capability, which subse-
quently strengthens organizational resilience against evolving cyber threats [24].

3.2. Population, Sample, and Data Collection

The target population comprised employees working in IT service organizations in Indonesia, in-
cluding software development companies, cloud service providers, IT consulting firms, managed IT service
providers, and cybersecurity-related organizations. Purposive sampling was employed because the study re-
quired respondents with relevant professional experience in digital operations and organizational cybersecurity
practices [25]. Respondents were required to work in an IT service organization, have at least one year of
professional experience, regularly use organizational digital systems in their work, and have sufficient familiar-
ity with organizational cybersecurity policies and practices. These criteria ensured that respondents possessed
adequate organizational and cybersecurity-related experience to provide informed assessments of Digital Lead-
ership, Employee Cybersecurity Capability, and Organizational Cyber Resilience.

Primary data were collected through an online questionnaire distributed to respondents who met the
predefined eligibility criteria. Participation was voluntary, and respondents were informed about the research
purpose and the confidentiality of their responses. The collected responses were screened to exclude incomplete
questionnaires, duplicate submissions, and responses with inconsistent patterns. After the screening process,
245 valid responses were retained for subsequent analysis.
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3.3. Research Instrument

The research instrument was developed based on the conceptual definitions and dimensions of the
three constructs examined in this study and was contextualized to the IT service environment [26]. The mea-
surement items were formulated to represent the substantive dimensions of each construct [27]. Digital Leader-
ship was operationalized through indicators reflecting leaders’ ability to drive digital transformation, integrate
digital strategies, cultivate a cybersecurity-oriented culture, encourage innovation, and support technology-
based decision-making. Employee Cybersecurity Capability was operationalized through indicators covering
cybersecurity knowledge, security awareness, policy compliance, technical competence, and secure digital
behavior [6]. Organizational Cyber Resilience was operationalized through indicators reflecting the organi-
zations’ capability to anticipate, withstand, respond to, recover from, and adapt to cybersecurity threats and
disruptions.

All constructs were measured using a five-point Likert scale ranging from 1 (Strongly Disagree) to 5
(Strongly Agree). The measurement items were reviewed to ensure that their wording was clear and relevant
to the IT service organizational context [28]. The instrument was subsequently prepared for the main survey
after the measurement items had been assessed for their relevance to the conceptual definitions of the respective
constructs.

3.4. Data Analysis

The collected data were analyzed using SmartPLS 4 through the Partial Least Squares Structural
Equation Modeling (PLS-SEM) approach [29]. PLS-SEM was selected because the proposed model involves
multiple latent constructs and examines both direct and indirect relationships, with Employee Cybersecurity
Capability positioned as a mediating construct [7]. The approach is particularly appropriate for the prediction
oriented objective of this study, which examines how Digital Leadership contributes to Employee Cybersecurity
Capability and how both constructs contribute to Organizational Cyber Resilience [30]. PLS-SEM also enables
the simultaneous evaluation of the reflective measurement model and the structural relationships among the
proposed constructs.

Model evaluation was conducted in two stages. The first stage assessed the measurement model (outer
model) by examining indicator loadings, Cronbach’s alpha, Composite Reliability (CR), Average Variance Ex-
tracted (AVE), discriminant validity using the Fornell-Larcker Criterion and the Heterotrait-Monotrait Ratio
(HTMT), and multicollinearity using the Variance Inflation Factor (VIF). The second stage evaluated the struc-
tural model (inner model) through the coefficient of determination (R?), effect size (f2), predictive relevance
(Q?), and the Standardized Root Mean Square Residual (SRMR) to assess the model’s explanatory and predic-
tive performance [31].

3.5. Hypothesis Testing

Hypothesis testing was performed using the bootstrapping procedure with 5,000 resamples at a 5%
significance level. The significance of the proposed relationships was evaluated using the path coefficient
(8), t-statistics, p-values, and confidence intervals [32]. The analysis examined the direct effects of Digital
Leadership on Employee Cybersecurity Capability, Digital Leadership on Organizational Cyber Resilience,
and Employee Cybersecurity Capability on Organizational Cyber Resilience, as well as the indirect effect
assessing the mediating role of Employee Cybersecurity Capability in translating digital leadership practices
into enhanced organizational cyber resilience [33]. The findings provide empirical evidence for validating the
proposed conceptual model and addressing the research objectives.

4. RESULTS AND DISCUSSION

This section presents the empirical findings resulting from the data analysis conducted via Partial Least
Squares Structural Equation Modeling (PLS-SEM) using SmartPLS 4. The evaluation is structured into two
main phases: the assessment of the measurement model (outer model) to ensure data reliability and validity,
followed by the assessment of the structural model (inner model) to evaluate the hypothesized relationships
[34]. Subsequently, a comprehensive discussion is provided to contextualize these empirical outcomes within
the broader theoretical and managerial landscapes of IT service environments.
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4.1. Respondent Profile

A total of 245 valid questionnaires were gathered from professionals working in various IT service
organizations in Indonesia, including cloud service providers, IT consultancies, software development agencies,
and managed service providers (MSPs).

Table 1. Demographic Profile of Respondents (N=245)

Demographic Variable Category Frequency Percentage
(N=245) (%)
Gender Male 142 57.96%
Female 103 42.04%
Experience in IT 1-3 Years 68 27.76%
Sector 4-7 Years 118 48.16%
> 7 Years 59 24.08%
Organization Type Managed Service Provider (MSP) 84 34.29%
Cloud & Software Development 92 37.55%
IT Consulting & Cybersecurity 69 28.16%

Table 1 presents the demographic characteristics of the 245 respondents working across various IT
service organizations in Indonesia. The respondents were distributed across managed service providers, cloud
and software development organizations, and IT consulting and cybersecurity organizations. The largest group
consisted of respondents with 4-7 years of IT experience (48.16%), indicating that most participants had sub-
stantial professional exposure to IT service environments. This respondent composition supports the relevance
of the sample to the research context because the participants were sufficiently exposed to digital systems,
cybersecurity practices, and organizational operations required to assess Digital Leadership, Employee Cyber-
security Capability, and Organizational Cyber Resilience.

4.2. Measurement Model Assessment (Outer Model)
Evaluating the reflective measurement model involved assessing internal consistency reliability, indi-
cator reliability, convergent validity, and discriminant validity.

* Indicator Reliability and Convergent Validity Convergent validity was established as all indicator factor
loadings exceeded the standard threshold of 0.70. Construct reliability was confirmed since Cronbach’s
alpha and Composite Reliability (p,, p.) values exceeded 0.70. Furthermore, the Average Variance
Extracted (AVE) for all latent variables exceeded the 0.50 benchmark.

Table 2. Measurement Model Evaluation (Outer Model Results)

Construct Indicator  Outer Cronbach’s Composite = AVE
Loading Alpha Reliability

DLI 0.812
Digital DL2 0.845 0.884 0.918 0.691
Leadership (DL) DL3 0.838

DL4 0.829

ECC1 0.798
Employee Cybersecurity ECC2 0.842 0.892 0.921 0.699
Capability (ECC) ECC3 0.851

ECC4 0.852

OCRI1 0.831
Organizational Cyber OCR2 0.864 0.905 0.930 0.726
Resilience (OCR) OCR3 0.871

OCR4 0.841

Table 2 demonstrates the measurement quality of the three constructs examined in this study: Digi-
tal Leadership, Employee Cybersecurity Capability, and Organizational Cyber Resilience. The outer loading
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values ranging from 0.798 to 0.871 indicate that each indicator consistently represents its corresponding con-
struct. At the construct level, Cronbach’s alpha and Composite Reliability values above 0.70 indicate satisfac-
tory internal consistency. The AVE values of 0.691-0.726 further show that the constructs capture an adequate
proportion of variance from their respective indicators. Overall, these results establish the adequacy of the
measurement instrument and provide a sound basis for examining the structural relationships in the proposed
model.

4.3. Discriminant Validity

Discriminant validity was assessed to determine whether Digital Leadership, Employee Cybersecu-
rity Capability, and Organizational Cyber Resilience represent distinct constructs within the proposed research
model. Given that these constructs are related to organizational cybersecurity and resilience, it is important to
establish that each construct captures a different conceptual dimension. The Heterotrait-Monotrait (HTMT)
ratio was used to evaluate the degree of similarity between the constructs, with values below 0.85 indicating
adequate discriminant validity. Table 3 presents the HTMT values among the three constructs for this assess-
ment.

Table 3. Discriminant Validity Assessment (Heterotrait-Monotrait Ratio - HTMT)

Construct Digital Employee Cybersecurity Organizational Cyber
Leadership (DL) Capability (ECC) Resilience (OCR)
DL - - -
ECC 0.712 - -
OCR 0.684 0.792 -

Table 3 illustrates the extent to which Digital Leadership, Employee Cybersecurity Capability, and
Organizational Cyber Resilience remain empirically distinguishable. The HTMT values range from 0.684
to 0.792, with the highest value observed between Employee Cybersecurity Capability and Organizational
Cyber Resilience. Although these two constructs show a relatively stronger association, the value remains
within the acceptable range. This indicates that the relationships among the constructs do not compromise their
conceptual distinctiveness. Accordingly, the three constructs can be treated as empirically distinct variables in
the subsequent structural model assessment.

4.4. Structural Model Assessment (Inner Model)
Prior to hypothesis testing, collinearity was checked. All inner Variance Inflation Factor (VIF) values
ranged between 1.421 and 1.854, well below the maximum limit of 3.0, confirming no multicollinearity issues.
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@ (DL)

]
! '

{ B =0.642 B=0285 |
! 58)3 (p <0.001) ! 5833 ®<0.001) !

IV l v
{ 3
i Employee ! Organizational
! Cybersecurity e @ Cyber Resilience
! Capability (ECC) " ! (OCR)
\

[ |

[ \
i B =10.538 (p < 0.001) i
! |

Figure 1. Structural Model Results (PLS-SEM Path Analysis)
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Figure 1 illustrates the PLS-SEM structural model linking Digital Leadership, Employee Cybersecu-
rity Capability, and Organizational Cyber Resilience. The results indicate that Digital Leadership positively af-
fects Employee Cybersecurity Capability (8 = 0.642) and Organizational Cyber Resilience (8 = 0.285), while
Employee Cybersecurity Capability has a stronger positive effect on Organizational Cyber Resilience (5 =
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0.538). The model also shows that Digital Leadership explains 41.2% of the variance in Employee Cybersecu-
rity Capability, whereas the combined influence of Digital Leadership and Employee Cybersecurity Capability
explains 62.8% of the variance in Organizational Cyber Resilience. These findings indicate that strengthening
cyber resilience depends not only on the strategic role of digital leadership but also substantially on employees’
cybersecurity capability to apply secure practices in daily IT service operations.

4.5. Explanatory and Predictive Power

To provide a more comprehensive evaluation of the proposed structural model, the analysis was further
conducted by examining its explanatory and predictive performance. Beyond assessing the significance and
strength of the hypothesized relationships, this evaluation considers the proportion of variance explained by the
model, the relative contribution of each predictor, and the overall adequacy of the model. These assessments are
important for determining how effectively Digital Leadership and Employee Cybersecurity Capability explain
Organizational Cyber Resilience and for identifying the substantive importance of the relationships within the
model. The results of the explanatory and predictive assessment are presented as follows.

» Coefficient of Determination (R2): Digital Leadership explained 41.2% of the variance in Employee
Cybersecurity Capability (R2 = 0.412). Together, Digital Leadership and Employee Cybersecurity Ca-
pability explained 62.8% of the variance in Organizational Cyber Resilience (R2 = 0.628), representing
strong explanatory power.

* Effect Size (f2) DL had a large effect on ECC (f2 = 0.701). In predicting OCR, ECC demonstrated a
medium-to-large effect (f2 = 0.384), whereas DL had a moderate direct effect (f2 = 0.118).

* Model Fit: The Standardized Root Mean Square Residual (SRMR) was 0.058, below the cutoff of 0.08,
indicating good model fit.

* Hypothesis Testing: Hypotheses were tested using bootstrapping with 5,000 resamples at a 5% signifi-
cance level.

Table 4. Structural Model Hypothesis Testing Results

Hypotheses Path Path t-Statistic p-Value 95% CI Decision
Coeff.(5)

HI DL — ECC 0.642 12.841 < 0.001  [0.542,0.738] Supported

H2 DL — OCR 0.285 4.112 < 0.001  [0.151,0.422] Supported

H3 ECC — OCR 0.538 8.924 < 0.001 [0.418,0.654] Supported

H4 (Mediation) DL — ECC — OCR 0.345 7.182 < 0.001  [0.252,0.441] Supported

Table 4 presents the hypothesis testing results based on bootstrapping with 5,000 resamples. All
proposed relationships are positive and statistically significant at p < 0.001, with the 95% confidence intervals
remaining above zero. Digital Leadership demonstrates the strongest direct effect on Employee Cybersecurity
Capability (5 = 0.642), while Employee Cybersecurity Capability has a stronger effect on Organizational Cyber
Resilience (3 = 0.538) than the direct effect of Digital Leadership on Organizational Cyber Resilience (3
= (0.285). In addition, the indirect effect of Digital Leadership on Organizational Cyber Resilience through
Employee Cybersecurity Capability is significant (8 = 0.345), confirming the mediating role of Employee
Cybersecurity Capability. Because both the direct and indirect effects are significant, the findings support the
complementary mediation pattern discussed in the study.

4.6. Discussion
4.6.1. The Direct Impact of Digital Leadership on Employee Cybersecurity Capability (H1)

The structural analysis confirms that Digital Leadership significantly enhances Employee Cyberse-
curity Capability (8 = 0.642,p < 0.001). This finding indicates that when leaders integrate cybersecurity
priorities into strategic planning, provide organizational support, and promote continuous digital learning, em-
ployees are more capable of applying cybersecurity knowledge, maintaining secure practices, and responding
to potential cyber threats.
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This finding is consistent with previous research emphasizing that leadership plays an important role
in developing organizational digital capabilities, employee learning, and cybersecurity oriented practices [35].
However, the present study extends this perspective by demonstrating that Digital Leadership is directly as-
sociated with Employee Cybersecurity Capability in IT service organizations. The result suggests that digital
leadership should not be viewed solely as a driver of technological transformation but also as an organiza-
tional mechanism through which cybersecurity capabilities can be developed among employees [36]. Thus, the
finding provides a more specific explanation of how leadership can influence the human capability required to
support secure digital operations.

4.6.2. The Influence of Leadership and Capability on Cyber Resilience (H2 and H3)

Digital Leadership (8 = 0.285, p < 0.001) and Employee Cybersecurity Capability (5 = 0.538,p <
0.001) both positively affect Organizational Cyber Resilience. The positive effect of Digital Leadership is
consistent with previous studies linking strategic leadership, governance, and organizational preparedness with
the ability to manage digital disruptions [37]. This finding confirms that leadership contributes to resilience by
establishing cybersecurity priorities, supporting resource allocation, and creating organizational conditions for
preparedness and response.

The stronger effect of Employee Cybersecurity Capability on Organizational Cyber Resilience is also
consistent with previous cybersecurity research emphasizing the importance of human factors in organizational
security and resilience [37]. Employees with adequate cybersecurity knowledge, technical competence, se-
curity awareness, and policy compliance can contribute to threat recognition, preventive practices, incident
response, and organizational recovery. However, the present study extends previous perspectives by position-
ing employee cybersecurity capability as an operational organizational capability rather than only an individual
security characteristic. This finding indicates that employees’ cybersecurity capabilities can directly contribute
to the organization’s broader ability to maintain and restore digital service operations during cybersecurity
disruptions [38].

The comparison between H2 and H3 also provides an important theoretical insight. Although both
Digital Leadership and Employee Cybersecurity Capability significantly contribute to Organizational Cyber
Resilience, the stronger coefficient for Employee Cybersecurity Capability (5 = 0.538) suggests that the hu-
man capability component has a particularly important role in translating cybersecurity practices into resilience
outcomes [39]. This result complements leadership-based explanations of resilience by indicating that strategic
direction needs to be supported by employees who are capable of implementing cybersecurity practices in daily
IT service operations.

The empirical findings also provide practical implications for cybersecurity strategies in IT service or-
ganizations, particularly in security governance, employee capability development, and cyber risk mitigation.
The significant effect of Digital Leadership on Organizational Cyber Resilience (8 = 0.285,p < 0.001) indi-
cates that security governance should be integrated into digital leadership and organizational decision-making.
Leaders can establish clear cybersecurity priorities, assign responsibility for cyber risks, allocate resources
for security controls, and incorporate cybersecurity considerations into IT service planning and continuity de-
cisions [40]. This approach can strengthen governance mechanisms that support secure and resilient digital
service operations.

The significant effect of Employee Cybersecurity Capability on Organizational Cyber Resilience
(8 =0.538,p < 0.001) further indicates the importance of employee training as part of cybersecurity strategy.
IT service organizations can implement continuous and scenario-based training focused on threat recognition,
secure system usage, credential protection, incident reporting, and appropriate incident response. Such train-
ing can strengthen employees’ ability to apply cybersecurity practices during routine operations and respond
effectively when cyber incidents occur.

The findings also have implications for cyber risk mitigation. Because Employee Cybersecurity Ca-
pability demonstrates a stronger relationship with Organizational Cyber Resilience than Digital Leadership,
organizations should complement governance and technological controls with human-centered risk mitigation
practices [10]. Regular cybersecurity risk assessments can be used to identify employee-related vulnerabili-
ties and critical service risks, while the results can inform targeted training, preventive controls, monitoring,
incident response, and recovery measures. Accordingly, integrating security governance, continuous employee
capability development, and risk mitigation practices can help IT service organizations strengthen their capacity
to maintain, respond to, and recover digital services during cybersecurity disruptions.
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4.6.3. The Mediating Role of Employee Cybersecurity Capability (H4)

Employee Cybersecurity Capability significantly mediates the relationship between Digital Leader-
ship and Organizational Cyber Resilience (8 = 0.345, p < 0.001). This result indicates that Digital Leadership
contributes to organizational cyber resilience both directly and indirectly through employee capability develop-
ment. The finding is consistent with the broader theoretical view that organizational resilience is strengthened
through the interaction between strategic organizational mechanisms and human capabilities [41].

More importantly, the mediation result provides a deeper explanation of the relationship between
leadership and cyber resilience. Previous studies have often examined leadership as a direct organizational
determinant or focused on employee cybersecurity awareness and behavior as separate outcomes [42]. In
contrast, the present study demonstrates that Employee Cybersecurity Capability functions as an intermediate
mechanism through which leadership practices are translated into resilience outcomes. This finding therefore
extends previous research by connecting strategic Digital Leadership with the human capabilities required for
cybersecurity implementation and organizational resilience [43].

The significant direct effect of Digital Leadership on Organizational Cyber Resilience together with
the significant indirect effect through Employee Cybersecurity Capability indicates a complementary mediat-
ing relationship [44]. This suggests that leadership contributes to resilience through both organizational level
mechanisms and employee capability development. Consequently, the findings provide a more integrated the-
oretical explanation of how Digital Leadership, Employee Cybersecurity Capability, and Organizational Cyber
Resilience are interconnected within IT service organizations.

5.  MANAGERIAL IMPLICATIONS

IT service managers should embed cybersecurity priorities within strategic planning and operational
decision-making by establishing clear security responsibilities, allocating appropriate resources, and main-
taining accountability for cybersecurity-related activities. Such leadership practices can create organizational
conditions that support employees in applying secure practices consistently across digital service operations.

Employee capability development should be treated as a continuous organizational activity rather
than a one-time training requirement. Organizations can strengthen this capability through scenario-based
programs addressing threat recognition, secure system usage, credential protection, incident reporting, and
response practices. These activities can improve employees’ readiness to apply cybersecurity knowledge when
performing routine tasks and handling potential security incidents.

A closer alignment between employee capability and cyber risk management can further improve
organizational preparedness. Periodic risk assessments can identify employee-related vulnerabilities and risks
affecting critical digital services, while the resulting information can be used to prioritize training, preventive
controls, monitoring, and incident response activities [45]. This approach allows managerial interventions to
be directed toward areas with greater cybersecurity exposure.

The stronger relationship between Employee Cybersecurity Capability and Organizational Cyber Re-
silience highlights the importance of developing employees as active contributors to organizational resilience.
Accordingly, managerial strategies should combine leadership support, continuous capability development,
and risk management rather than relying predominantly on technological safeguards. Strengthening employ-
ees’ ability to prevent, recognize, and respond to cybersecurity disruptions can help sustain more reliable and
resilient IT service operations.

6. CONCLUSION

This study presents an integrated perspective on organizational cyber resilience by connecting Digital
Leadership, Employee Cybersecurity Capability, and Organizational Cyber Resilience within the IT service
context. The proposed framework highlights that organizational resilience is shaped by the relationship between
strategic leadership and the human capabilities required to support secure digital operations. In this relationship,
Employee Cybersecurity Capability provides an important organizational mechanism for translating leadership
support into resilient cybersecurity practices.

The study contributes to the literature by integrating these three dimensions into a unified empirical
framework and by emphasizing the organizational role of employee cybersecurity capability in cyber resilience.
This perspective extends the understanding of cyber resilience beyond technological protection by recogniz-
ing the combined importance of leadership direction, employee capability, and organizational conditions in
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sustaining digital service operations.

Several limitations should be considered when interpreting the contribution of this study. The cross-
sectional design limits the ability to examine changes in organizational cyber resilience over time, while pur-
posive sampling and the focus on Indonesian IT service organizations may constrain the transferability of the
findings to other settings. In addition, the use of self-reported data may introduce respondent related bias.
Future research should therefore consider longitudinal approaches, broader organizational and geographical
contexts, and additional organizational or technological factors to further develop the understanding of organi-
zational cyber resilience.
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