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Abstract

The act of sharing cybersecurity information plays a proactive and collaborative role in
bolstering organizational security through the exchange of data using a centralized repository
service. However, the real-world application of centralized services comes with certain risks. It
leaves organizations vulnerable to distributed denial-of-service (DDoS) attacks, leading to
system failures and creating a single point of failure. Additionally, it opens the door to man-in-
the-middle (MITM) attacks, potentially altering or pilfering exchanged information. These threats
undermine user confidence in the confidentiality, integrity, and availability of their data. This
study presents a secure solution, the design of a Cybersecurity Information Sharing
(CyberShare) system that employs a private interplanetary file system (IPFS) network as a
decentralized information storage solution. Unlike centralized storage, which relies on a single
node, the CyberShare system utilizes a four-node IPFS network interconnected with swarm
keys for authentication. This design enables users to store and share information securely from
sender to recipient, eliminating the need for reliance on a central server and reducing the server
load. An analysis of the proposed CyberShare system demonstrates its capability to ensure the
confidentiality, integrity, and availability of cybersecurity information. By enhancing information
security, CyberShare systems empower organizations to securely share and utilize
cybersecurity data.
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1. Introduction

After the global outbreak of the COVID-19 pandemic, the frequency of cyberattacks has
been on the rise. This underscores the insufficiency of relying solely on technological
cybersecurity measures to protect organizations from sophisticated cyber threats [1]. Therefore,
a need arises for proactive security techniques aimed at preventing and detecting cyberattacks
at an early stage. These techniques involve more advanced security technologies and
processes oriented toward preventing and early detection of cyber threats, rather than merely
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responding after an attack has occurred. One effective approach involves the sharing of
cybersecurity information, which can originate from within or outside an organization[2].

Internally, sharing cybersecurity information within an organization can help
stakeholders make informed decisions regarding defense techniques, detection, strategies, and
threat mitigation[3]. Stakeholders who receive this information can subsequently utilize it to
enhance their organization's security, extending protection to other stakeholders by preventing
the spread of cyber threats. The implementation of cybersecurity information sharing often relies
on centralized storage, which is the most common information storage model used across
various organizations. Centralized storage offers efficiency and streamlined information
management, facilitating rapid data storage and retrieval[4]. However, this model comes with
vulnerabilities, such as susceptibility to distributed denial-of-service (DDoS) attacks that can
lead to system failures and single points of failure. Another concern is Man in The Middle (MITM)
attacks on the transmission of cybersecurity information, resulting in unauthorized entities
intercepting and leaking this data. These entities can compromise data integrity by altering
information, which is then forwarded to the recipient, who receives the modified data. Therefore,
there is a need for distributed and decentralized storage technologies that ensure data
confidentiality, integrity, and availability[5].

The InterPlanetary File System (IPFS) is a peer-to-peer (P2P) network protocol that
allows users to store and access information in a decentralized fashion, reducing reliance on
central servers and alleviating server load. IPFS operates through a decentralized distribution
system, enabling file storage across multiple nodes for secure and rapid access. Each file is
uniquely identified by a hash and can be retrieved from any node within the network. In the IPFS
network, all nodes are of equal significance and have the capability to store and retrieve data.
The benefits of utilizing IPFS encompass heightened security, as files are not concentrated in a
single location and cannot be deleted by specific entities. Furthermore, IPFS facilitates swifter
file transfers by allowing retrieval from the nearest node. It also accommodates different file
versions, granting users access to both historical and current iterations of the same file[6].

Hence, this research proposes the design of a secure Cybersecurity Information
Sharing (CyberShare) system that utilizes a private IPFS network with four nodes for
decentralized file storage[7]. The analysis results demonstrate that the CyberShare system can
ensure the availability, integrity, and confidentiality of cybersecurity information, allowing
organizations to securely share and leverage this information.

2. Related Research

Previous research has explored proposals for sharing cybersecurity incident information
with a primary focus on safeguarding sensitive information shared among sectoral organizations
through centralized storage[8]. Furthermore, prior studies have examined proposals for
government information sharing schemes to promote cross-departmental collaboration,
employing blockchain technology. There has also been previous research concerning
information sharing models among governments utilizing blockchain technology. Additionally,
there has been research concentrating on cybersecurity collaboration, involving cybersecurity
operational activity models and intelligence threat sharing maturity models among sectoral
organizations[9].

In previous research, the sharing of cybersecurity information was carried out through
a peer-to-peer (P2P) communication model via centralized storage services due to its flexibility
and convenience for involved government entities[10]. Centralized services encompass various
features, including cloud storage. However, in practice, centralized storage for implementing
cybersecurity information sharing has introduced several threats that could impact the
components forming an organization's infrastructure, such as its networks and communication
systems. Centralized storage management systems involve central authorities controlling a
significant volume of information, leading to user distrust regarding the confidentiality, integrity,
and availability of data[11].

Given the prior research related to the security threats of information sharing through
centralized services in the realm of cybersecurity, it becomes imperative to advance research
in the field of cybersecurity information sharing using secure decentralized services[12]. These
decentralized services must be capable of ensuring information availability, integrity, and
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confidentiality. In this context, there is a need to analyze the security factors of decentralized
information sharing systems. Consequently, further research is expected to yield solutions that
fulfill the security requirements for implementing cybersecurity information sharing[13].

3. Research Methods

The stages employed in this research include the following: problem identification, goal
description, literature review, system design, testing and analysis, and conclusion drawing. The
research stages are illustrated in Figure 1 and detailed as follows:

System
Problem Architecture
Identification Design

v h 4
Goal Testing and
Description Analysis
4 v
Literature Conclusion
Review Drawing

Figure 1. Research stage

3.1 Problem Identification

In this phase, issues motivating the research are identified. The problem relates to the
utilization of Cybersecurity Information Sharing (CIS) with centralized storage in organizations.
However, in practice, centralized storage in the implementation of CIS is vulnerable to
distributed denial-of-service (DDoS) attacks, which can result in a single point of failure, and
Man in The Middle (MITM) attacks, leading to information modification. These attacks lead to
user distrust regarding the confidentiality, integrity, and availability of information[14].

3.2 Goal Description

In this research, the objective is to develop a secure cybersecurity information sharing
system to ensure the confidentiality, integrity, and availability of information. This system is
designed using a private Interplanetary File System (IPFS) network to guarantee the security of
cybersecurity information. The research aims to provide a solution that can be used by
cybersecurity analysts to share cybersecurity information securely[15].

3.3 Literature Review

In this phase, a review of literature related to previous research on information security
sharing in various organizations and the utilization of the Interplanetary File System as a solution
to the single point of failure issue is conducted[16].

3.4 System Architecture Design

The design is based on recommendations obtained from the literature review to serve
as a solution to the defined problem. The goal of this system design is to create a cybersecurity
information storage and sharing system that can ensure the availability, integrity, and
confidentiality of cybersecurity information stored and exchanged among organizations. In
pursuit of this goal, the system has been devised utilizing the Interplanetary File System
(IPFS)[17]. IPFS serves as a peer-to-peer network protocol designed for data storage within a
distributed system. Diverging from the conventional file storage on servers, IPFS disseminates
files across numerous nodes within its network. IPFS adopts content-based addressing, wherein
file addresses are generated based on the content's hash. Additionally, it makes use of a
distributed hash table to pinpoint the data's location or the path leading closer to it. Within the
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architecture of this system, IPFS is harnessed as a decentralized file storage solution, allowing
files to be spread across diverse nodes integrated into the IPFS network. These technologies
are seamlessly integrated into the CyberShare system architecture[18].

3.5 Testing and Analysis

The testing of the system involves the establishment of a virtual environment that
mirrors a real-world scenario. Within this environment, the system or application can undergo
testing in isolation, without any impact on the actual operational setting[19]. For the CyberShare
system simulation, VMware 12.2.4 virtualization software is employed, featuring four distinct
Linux operating systems, each representing a separate node with specifications. This
configuration enables secure and isolated testing and application development. Furthermore,
the CyberShare system simulation offers the capability to evaluate information security without
disrupting the primary operating system or the authentic environment. In this phase, a simulation
testing of the system is conducted virtually by configuring a Cybershare system with four
interconnected IPFS nodes using identical swarm keys.

Table 1. Linux Node Specifications in CyberShare System Simulation
Node Virtualization Software Operating System Testing Type
1 VMware 12.2.4 Linux OS 1 Information Security
2 VMware 12.2.4 Linux OS 2 Information Security
3 VMware 12.2.4 Linux OS 3 Information Security
4 VMware 12.2.4 Linux OS 4 Information Security

This simulation testing includes non-functional testing, such as information security
testing, which evaluates confidentiality, integrity, and availability of cybersecurity information in
the designed system, leveraging IPFS. The primary objective of information security testing is
to identify vulnerabilities or security gaps in the system and safeguard sensitive data from
unauthorized access. The simulation testing is carried out on virtual machines based on
predefined scenarios. Subsequently, an analysis of the system testing results is performed to
form the basis for drawing conclusions and recommendations for future research[20].

3.6 Conclusion Drawing
The ultimate phase encompasses deriving conclusions based on the research
discoveries and formulating recommendations and proposals for advancing further research.

4. Results and Discussion

This chapter presents the results of the testing and discussion, which include an
analysis of information security encompassing availability, integrity, and confidentiality of
cybersecurity information. The results and discussions are presented as follows:

4.1 Test Results

To assess file availability, experiments were designed to evaluate the system's ability
to handle unforeseen situations, such as when one node experiences failure or becomes
inactive. In the availability testing involving one inactive node out of four, an attempt was made
to upload a file from node Ipfsl into the private IPFS network. Subsequently, an effort was made
to download this file from all nodes, including node Ipfsl. However, in this scenario, one of the
nodes, i.e., node Ipfs4, was intentionally kept inactive while the others remained active[21].
The integrity testing involved uploading two files to CyberShare. These two files had similar
names and sizes (differing by 5,510 bytes) but had slight content differences. According to the
principles of hash functions, CyberShare could easily identify both files with different hash
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outputs due to content differences. In CyberShare, users can verify the integrity of each file
using the hash value generated by the hash function[22].

Table 2. Types of Testing in the CyberShare System

Testing Type Description

Availability Testing to assess the system’s ability to handle unforeseen situations, such as
node failure or inactivity.

- Attempted file upload from node Ipfsl to the private IPFS network with one
node (Ipfs4) intentionally kept inactive.

- Downloaded the same file from all nodes, including the inactive one.

Integrity Testing involving the upload of two files to CyberShare with similar names and
sizes but slight content differences.

- The system uses hash functions to differentiate files based on content
differences.

- Users can verify file integrity using the hash value generated by the hash
function.

Confidentiality | Testing considering the possibility of downloading files from IPFS client nodes
outside the private network or from unregistered users within the private IPFS
network.

- IPFS outside the private network uses different swarm keys compared to
those used within the private IPFS network.

- Users from outside the private IPFS network have valid hash values for files
they wish to download within the private IPFS network.

Regarding confidentiality testing, there was a possibility to download files from IPFS
client nodes outside the private network, or even from users who were not registered within the
private IPFS network. In this scenario, IPFS used outside the private network had different
swarm keys from those used within the private IPFS network. However, users from outside the
private IPFS network possessed valid hash values for the files they wished to download within
the private IPFS network[23].

4.2 Analysis

To evaluate the availability, integrity, and confidentiality of files within the CyberShare
system, various testing scenarios were performed. Availability testing was conducted by
disabling one node in the private IPFS network used by the system to simulate system failure
or cyberattacks. The results showed that data could still be accessed through active nodes
within the private IPFS network. This indicates that the CyberShare storage system using IPFS
technology can provide a high level of redundancy and is not dependent on a vulnerable central
point for system failure, ensuring data availability in challenging situations[24].
Subsequently, integrity testing was carried out by uploading both original and modified files with
similar content and nearly identical sizes into the CyberShare system. The results demonstrated
that the CyberShare system could detect changes made to files, even if they were only a few
bytes different. This occurs because IPFS within the CyberShare system uses hash technology
to ensure data integrity by creating a hash of the file and storing it within the private IPFS
network. With this hash, IPFS can ensure that data stored within the network cannot be modified
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without the knowledge of network users[25].

Lastly, confidentiality testing was performed by simulating unauthorized access from
malicious entities outside the CyberShare system. In this test, downloads were attempted by
entities that had not registered as members of the private IPFS network in the CyberShare
system and entities located on networks different from the private IPFS network but possessing
valid hash values or files of interest. However, the results of the test showed that downloading
from unregistered entities and entities outside the private IPFS network could not be executed
and failed. This is due to the fact that entities outside the private IPFS network do not possess
the same swarm key as members of the private IPFS network, preventing file upload or
download into the system. Therefore, this test confirms that the CyberShare system can provide
a high level of data confidentiality for the information stored within it.

5. Conclusion

Based on the analysis of test results in this research, it can be concluded that the design
and analysis of information security in a secure cybersecurity information sharing (CyberShare)
system by utilizing a four-node interplanetary file system (IPFS) private network as
decentralized cybersecurity information storage is an effective solution for improving security
cyber and user trust in the confidentiality, integrity and availability of information. This way,
organizations can share and utilize cybersecurity information safely. In addition, the use of
decentralized storage in CyberShare also addresses privacy issues that arise due to a single
authority in centralized storage, which can modify and utilize information without the consent of
the information owner. However, it should be noted that the CyberShare system still has
shortcomings, such as not recording transaction data between the sender and recipient of
information, which could lead to potential denial of transferred data. Therefore, further
development using blockchain technology as an immutable transaction recording system
between the sender and recipient is needed to provide authentic proof and prevent denial of
transactions between the two parties.
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